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VARAC Provider Portal User Guide  

Cotiviti GOV Services is the Veterans Health Administration (VHA) Recovery Audit 
Contractor (RAC). Cotiviti utilizes a web-based application, VARAC Provider Portal, 
to facilitate communication with Community Care providers. 

 

Providers may log into the VARAC Provider Portal in one of two ways: 

1) Answer Knowledge Based Authentication (KBA) questions (identity 
verification process), or 
 
2) Enter a username and password if one was previously assigned 

 

This user guide is divided into seven (7) sections which will explain the basic 
functions of the VARAC Provider Portal: 

• Section 1: Knowledge Base Authentication (KBA) and Two Factor Login - 
This section guides a new user through the login process using knowledge-
based authentication giving the primary facility representative the ability to 
designate a facility contact to receive medical record request letters and 
provide additional facility representatives access to the Provider Portal. Two 
Factor Authentication is required for all users logging into the VARAC Provider 
Portal. The login process requires each user to validate their identity through a 
one-time security code which will be sent to the email address registered when 
a provider account was created. 
 

• Section 2: Account and User Management - This section explains how to log 
into VARAC with a username and password and how to change a password. It will 
also guide the primary Point of Contact through the process of how to create 
contacts to receive Medical Record Request letters, add up to five (5) web users, 
and update designated contact information. Access to this section requires 
KBA login and should only be accessed by the individual designated as 
responsible for keeping a facility’s point of contact information current and 
accurate. 
 

• Section 3: Medical Record Tracking - This section guides registered users 
through steps to confirm receipt of medical documentation submitted to the VA 
RAC in response to a Medical Records Request Letter.  Users may also track the 
outcome of medical documentation reviews.   
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• Section 4: Secure Documentation and Dispute Uploads - This section guides 
registered users through the steps of uploading medical record documentation, 
correspondence, and dispute requests for overpayment determinations.   

• Section 5: Bill of Collection - This section guides registered users through steps 
of identifying and accessing the review outcome detail, also known as Audit Detail 
Document. 

 

• Section 6: Level 1 Dispute and Correspondence Tracking - This section 
guides registered users through the steps to view a dispute and correspondence 
submitted to the VA RAC.  Users may also track the outcome of disputes.  
 

• Section 7: Level 2 Dispute Tracking - This section guides registered users 
through the steps to review the most current processing status for level 2 
submitted disputes.   
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Section 1: Knowledge Base Authentication (KBA) and Two Factor 
Authentication  
 
Knowledge Based Authentication (KBA) Login 
For initial access to the Provider Portal, Knowledge-Based Authentication is 
required. The responses provided to authentication questions are a means of 
identity verification. 
** Be sure to have access to the facility’s claims data. This information will be part of 
the KBA Login process. 
 

Step 1. Launch a web browser in either Google Chrome, Microsoft Edge, or Mozilla 

Firefox. 
 
 

Step 2. Enter https://varacinfo.cotiviti.com in the address bar to access the Provider 

Portal as seen below.   
 
 

 
 
 

Step 3. Click the Login button on the menu bar. 
 

 
 
 

https://varacinfo.cotiviti.com/


VARAC Provider Portal User Guide  

6 
 

New Users will need to review the Knowledge Based Authentication (KBA) displayed  

on the left side of the screen. Proceed to Step 4.  
 

Returning Users will log in via the Provider Sign In on the right side of the screen. 

Proceed to Step 8.  
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Step 4. NEW USER - Knowledge Based Authentication 

 
  a. Read the disclaimer 
  b. Select Please click box to agree.  
 

  
 
 

Step 5. Enter Provider and Patient information.  

 
 a. Enter the provider NPI Number in the text box and click Continue. 
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b. Enter a Paid Amount for any claims with the date of service listed on the 
screen, then click Continue.    

 

 
 

c. Enter the Patient’s Date of Birth, then click Continue. 
 

 
 
 
d. Enter the email address associated with the primary facility representative 
and click Continue.  
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Congratulations! 
You have successfully completed the Knowledge Based Authentication process. 

 
An email titled Your New Cotiviti – VARAC Account has just been sent to your Inbox. 

The email contains your VARAC Portal Username.   
 

 
 
(Note: This username is temporary.  Once point of contact information is updated 
under the Account Mgmt tab, the username will then become the email address 
used on the account.)  

 

Step 6.  Confirm Identity and Generate an Identification Code 

 
a. After entering your email address and clicking Continue on the previous 
Knowledge Base Authentication screen, the screen below should populate.  
Click Next. 
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b. Click Generate Code to have an Identification Code sent to your email 
account. 

 

 
 

c. To retrieve your identification code, check your Inbox and locate the email sent       
from VA RAC - Titled “VARAC Provider Portal Identification Code”. 
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Step 7. Set a password 

 
a. After selecting Generate Code the below screen should have populated. Enter your 

Identification Code and Click “Log Me In”. 
 

 
 

b. After clicking Log Me In, the Change Password screen will appear. Your 
password should be at least 8-characters and contain at least one alpha, 
numeric, and special character. Enter and Confirm your new password and click 
Change Password. 

 

 
 

Upon clicking the ‘Change Password’ button you will be automatically logged out 
of the portal for security purposes.  

 

Congratulations!  
You have successfully Changed your Password and may now log into the secure 
VARAC Provider Portal using your newly established user credentials. 
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Step 8. Return to the Portal Login screen using the ‘log in’ hyperlink. 
 

 
 

Step 9. Provider Sign In 
 

a. Enter your Username and password,  
 

b. Select “Please click box to agree.” 
 

c. Click Sign In  
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d. Click Next to confirm identity and receive Identification Code via email.  
 

 
 

e. To confirm identity and receive an identification code via email click Generate 
Code.  
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f. Check your Inbox and locate the email from VA RAC - Titled “VARAC” Provider 
Portal Identification Code” in your inbox to retrieve the identification code.  

 

 
 

g. Enter your identification code from the email and click “Log Me In!” 
 

 
 

Congratulations! You are now logged into the VARAC Portal! 
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Section 2: Account and User Management  
 
This section guides the primary facility contact through the Account Management menu 
to: 
 

• Specify a contact to receive Medical Record Request and review outcome letters. 

• Add up to five additional Provider Portal web users. 

• Change password. 
 
 

Step 1. Upon logging into the VARAC portal, click on the Account Mgt Tab, then click 

OK in the pop-up dialogue box.  

 
 

Step 2. From the drop-down menu, select Contact Information. 
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Step 3. To edit your facility’s Medical Record Request point of contact, Click the Edit 

link located at the bottom of the Provider Table.  To add a Web User, Click Add Web 
User.  
 
Note: For multiple facilities, repeat this step until all provider facilities are added using the same 
email address under which the account was registered. This step also applies to adding 
additional web users to a provider profile within the portal.  
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Step 4. Designate your Medical Record Request point of contact by completing the 

‘Add Contact’ form ensuring all fields containing an asterisk (*) have been correctly 
completed. Click Add. 

 

 
 

Step 5. Click OK to verify the contact information is correct 
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Step 6. Your facility’s Medical Record Request contact has been successfully added. 

A confirmation box will appear as shown below, click OK.     
 

 
 

Share the portal credentials with the user as soon as possible. Upon initial login the 
user will be immediately prompted to change their password and will be required to log 
in using two-factor authentication. 
  

Note: User contact information can only be added, deleted, or modified when the 

Provider Portal is accessed via the Knowledge Based Authentication process. Only the 
primary facility representative should add or modify contacts and contact information.   
 
 

Resetting a Password: 
Return Users may reset their own password. To reset a password: 
  

a.  Go to the Provider Sign In page and Click Forgot or need to Reset your 
password. 
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b. Enter your Username and click Submit. 
 

 
 
c. If an account exists, you will receive an email titled “Cotiviti VARAC Portal Info 
Temporary Password Reset”.  
 
 
d. Below is an example of the email you will receive with your temporary 
password. The password will expire in 15 minutes from receipt. 

 

 
Upon logging in you will be prompted to change your temporary password.  

 
Toggling Between Multiple Facilities: 
 

On the user landing page, you may toggle between multiple facilities which have been 
added to a profile by selecting the dropdown next to “Provider Number” as shown 
below: 
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Section 3: Medical Record Tracking  
 

Use this feature to:  
 

• Track requests for medical records. 

• View and obtain copies of Additional Documentation Request Letters 
 

From the menu bar, click on the Medical Record Tracking.  
 

 
 

 

To View Results 

 
If search results exceed one page, click on the right arrow  to advance to the next 
page; click on the left arrow  to advance to the previous page(s). To sort in ascending 
order, click on the column heading once; to sort in descending order, click again. 
 
 
To Filter Results 
 
To confirm receipt of records on a specific claim, Provider Portal users may select the 
filter feature to search for a specific claim using the RAC Case ID or Claim Number.  
 
Step 1. Enter the RAC Case ID or Claim Number included in the 
Correspondence.  

Step 2. Click on the Apply Filter icon  
 
The page will refresh to display the results. If no data is available, the page 
displays the text, No Records Requested. 
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Additional Documentation Request (ADR) Tracking Terms Defined 
 
 
Term 

 
Definition 

RAC Case ID 
Unique number generated for tracking Additional Documentation 
Request Letter 

Medical Record Number   The medical record number assigned to the claim by hospital. 

Claim Number    Number assigned by the VA during claim processing.  

Date Of Service From   The date of service from (MM/DD/YYYY) on the claim. 

Date Of Service To   The date of service to (MM/DD/YYYY) on the claim. 

Patient Control Number    Account number assigned by the provider.  

Documentation Requested 
The date (MM/DD/YYYY) the additional documentation was 
requested. 

Documentation Received 
The date (MM/DD/YYYY) the additional documentation has 
been received. 

Medical Review Start Date    The start date (MM/DD/YYYY) of the review. 

Review Letter / Review 
Completed Date 

  The date (MM/DD/YYYY) the review was completed. 

Review Outcome   Final disposition of the review   

Claim Closure Date    The date (MM/DD/YYYY) the review was closed. 
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Section 4: Secure Documentation and Dispute Upload Feature 
 
Use this feature to: 
 

• Securely upload medical records, Level 1 disputes, Level 2 disputes, and 
relevant correspondence or other supporting documentation. 
 

 
 

 

Step 1. Identify the claim for which records will be uploaded.  The filter function may 

be used to identify a claim using one or more of the search options available. Cotiviti 
recommends using either the RAC Case ID or Claim Number included in the 
Correspondence. 

 
 

Step 2. Once the target claim is identified, click the Claim Number hyperlink. 

 

 
 

Step 3. The portal will automatically direct the user to the upload page.  Users must 

ensure documents meet the requirements below prior to upload.   
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Step 4. To begin the upload process: 

 

1. Select the drop-down menu to select the type of document that will be 
uploaded. You may select Medical Record, Dispute, or Correspondence.   
 

a. The dispute option may be used for both Level 1 and Level 2 Dispute 
requests.  
 

b.  Cotiviti’s system will automatically determine the dispute level based 
on the claim history.  
 

2. Click the ‘Browse’ button to retrieve the desired document.  
 

3. Upon validation of the document within the ‘Preview Area’, click the 
‘Upload File(s)’ button to complete the process.  

 

 
 

Note: Before uploading the file, the user should check: 
 

1. The correct document was selected. 
2. The correct document is visible in the ‘Preview Area.’ 
3. The correct ‘Document Type’ has been selected. 
4. Upon validation, the user may select the Upload File(s) button. 
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Step 5. Upon successful upload, the document will display as Processing. 

 

 
 
 

Step 6. The uploaded documents will move through the auto attachment process at 

Cotiviti and will show as received on both the appropriate tracking tab based on the type 
of document uploaded within 24 hours.  
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Section 5: Bill of Collection Detail 
 
Use this tab to: 
 

• View and/or download a copy of a RAC overpayment Bill of Collection Detail. 

 
From menu bar, click on the Bill of Collection Detail Tab 
 

 
 
 
To View Results 
If search results exceed one page, click on the right arrow  to advance to the next 
page; click on the left arrow  to advance to the previous page(s). To sort in ascending 
order, click on the column heading once; to sort in descending order, click again. 
 
 
To Filter Results 
If an overpayment has been identified, Provider Portal users may use the filter feature 
to search for a specific claim using one or more of the table fields.  
 

1. Enter the desired value(s) in at least one of the ‘Search’ boxes 
available. For example: RAC Case ID or Claim Number 

2. Click on the filter icon  
 
The page will refresh by displaying the search results based upon the criteria entered. 
If no data is available, the page displays the text, “No Records Found.”  
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Section 6: Dispute/Correspondence Tracking  
 

Use this feature to: 
 

• Track receipt of dispute and correspondence materials. 

• Track status of Level 1 dispute reviews. 

• Obtain copies of dispute outcome letters. 
 

From the menu bar, click on the Dispute and Correspondence Tracking Tab to track 
Level 1 disputes and correspondence. 
 

 

 
To View Results 
 

If search results exceed one page, click on the right arrow  to advance to the next 
page; click on the left arrow  to advance to the previous page(s). To sort in ascending 
order, click on the column heading once; to sort in descending order, click again. 
 
To Filter Results 
 

If a dispute has been submitted, Provider Portal users may select the filter feature to 
search for a specific claim using the RAC Case ID or Claim Number.  
 

• Enter the RAC Case ID or Claim Number included in the 
Correspondence.  

• Click on the filter icon  
 
The page will refresh by displaying the search results based upon the criteria entered.  
If no data is available, the page displays the text, “No Discussion Found or No 
Correspondence Found.”  
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Dispute Determination Reference Guide 
 

 
 
 

Dispute Tracking Terms Defined 
 

Term 
 

Definition 

RAC Case ID 
Unique tracking number generated for Additional Documentation 
Request Letter 

Claim Number    Number assigned by the VA during claim processing. 

Dates of Service From   The date of service from (MM/DD/YYYY) on the claim. 

Dates of Service To   The date of service to (MM/DD/YYYY) on the claim. 

Patient Control Number 
Unique account number assigned by the provider to identifier a 
patients account. 

Dispute Received Date   The date (MM/DD/YYYY) the dispute was received 

Dispute Determination   The outcome of the Dispute 

Dispute Determination 
Date 

  The date (MM/DD/YYYY) the dispute was determined 

 

Correspondence Tracking Terms Defined 
 

 

Term 
 

Definition 

RAC Case ID 
Unique tracking number generated for Additional Documentation 
Request Letter 

Claim Number  Number assigned by the VA during claim processing. 

Dates of Service From The date of service from (MM/DD/YYYY) on the claim. 

Dates of Service To The date of service to (MM/DD/YYYY) on the claim. 

Patient Control Number 
Unique account number assigned by the provider to identifier a 
patients   account. 

Correspondence 
Received Date 

The date (MM/DD/YYYY) the correspondence documentation was 
received. 
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Section 7: Level 2 Dispute Tracking  
 
Utilize this feature to track the Level 2 dispute status and obtain the Level 2 outcome 
letters. 

 
From the menu bar, click on Level 2 Dispute Tracking 
 

 

 
If no data is available, the page displays the text, No Appeal Found.  
 
 
To View Results 
 
If search results exceed one page, click on the right arrow  to advance to the next 
page; click on the left arrow  to advance to the previous page(s). To sort in ascending 
order, click on the column heading once; to sort in descending order, click again. 
 
 
To Filter Results 
 
If an appeal has been submitted, Provider Portal users may select the filter feature to 
search for a specific claim using the RAC Case ID or Claim Number.  
 
Step 1. Enter the RAC Case ID or Claim Number included in the Correspondence 
Step 2. Click on the filter icon  
Step 3. Select Contains from the drop-down menu. 
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Level 2 Dispute Tracking Terms Defined 
 

Term Definition 

RAC Case ID 
Unique tracking number generated for Additional 
Documentation Request Letter 

Claim Number Number assigned by the VA during claim processing. 

Dates of Service From The date of service from (MM/DD/YYYY) on the claim. 

Dates of Service To The date of service to (MM/DD/YYYY) on the claim. 

Patient Control Number 
Unique account number assigned by the provider to identifier a 
patients account. 

Level Of Appeal Refers to Level of Appeal with the VA. 

Disposition Outcome of the appeal. 

Disposition Date The date (MM/DD/YYYY) the appeal outcome was decided. 
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